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This Q&A provides jurisdiction-specific 
commentary on cross-border data protection 
resources, including, Standard documents, 
Personal data processing agreement: Cross-
border (w-006-7129), Personal data protection 
policy: Cross-border (w-006-7391), and Website 
privacy notice: Cross-border (w-005-7061). 

APPLICABLE LAW AND GENERAL REQUIREMENTS

1. Identify and describe your country’s key laws regarding 
personal data privacy and protection.

Due to Switzerland’s federal structure, it regulates data protection 
at different jurisdiction levels, depending on what type of person or 
entity is processing personal data. If the personal data processor is:

�� A natural or legal private person, the Swiss Federal Act on Data 
Protection (19 June 1992), as amended (Swiss FADP), applies. The 
federal council also issued implementing legislation under the 
Swiss FADP, known as the Ordinance to the Federal Act on Data 
Protection (14 June 1993), as amended (present version, 16 October 
2012) (Swiss Ordinance). This legislation provides details and 
guidance on some of the Swiss FADP’s provisions.

�� A federal entity or federal public body, the Swiss FADP also applies.

�� A cantonal public body, which includes municipal entities, the 
relevant cantonal data protection law applies. Each of Switzerland’s 
26 cantons has their own cantonal data protection law. However, 
those cantonal laws are very similar to the Swiss FADP.

This Country Q&A will focus on the Swiss FADP since it applies to 
most of the data protection questions relating to private businesses.

2. What is the name of your national data privacy enforcement 
authority? Do your data privacy laws require organisations to 
notify or register with a local data protection authority before 
processing personal data?

Depending on the applicable data protection law (see Question 1), 
different regulators may exercise jurisdiction over persons processing 
personal data. If the personal data processor is:

�� A private person or a federal public body, the Swiss Federal 
Act on Data Protection (Swiss FADP) confers jurisdiction on 
the Swiss Federal Data Protection and Information Commissioner 
(Swiss FDPIC).

�� A cantonal public body, which includes municipal entities, the 
relevant cantonal Data Protection Commissioner has jurisdiction. 
Most cantons have their own Data Protection Commissioner. 
However, some have created combined authorities whose 
jurisdiction spans over several cantons.

3. How do your data privacy laws define personal data?

Article 3(a) of the Swiss Federal Act on Data Protection (Swiss FADP) 
defines personal data as information relating to an identified or 
identifiable person. Swiss law uses a relative approach to decide 
whether a person is identifiable, and considers the viewpoint of the 
person who is allegedly bound by the Swiss FADP. This method 
involves asking whether the person bound by the Swiss FADP 
reasonably has the means to single out the person to whom the 
particular set of data relates. 

Further, as opposed to the EU’s data protection law, the notion 
of personal data includes data relating to legal persons, such as 
corporations.

4. Do your data privacy laws recognise or use the following 
terms, and if not, how does your country describe the 
concepts of:

�� Processing of personal data?

�� Data controller, defined as the person or organisation that 
is responsible for determining the purposes and means of 
processing the personal data that is collected?

�� Data processor, defined as the person or organisation 
processing personal data for a data controller? 

�� Data subjects, defined as those living individuals whose 
personal data is held?
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The Swiss Federal Act on Data Protection (Swiss FADP) defines 
processing as any operation with personal data, irrespective of the 
means and the procedure, and in particular includes data:

�� Collection.

�� Storage.

�� Use.

�� Revision.

�� Disclosure.

�� Archiving.

�� Destruction. 

(Article 3(e), Swiss FADP.) 

This definition is equivalent to the notion of processing under the 
EU’s data protection law. 

The Swiss FADP does not distinguish between the concepts of data 
controller and data processor in the same way as the EU’s data 
protection law. While Swiss law recognises that data controllers 
can delegate personal data processing to a third party acting on 
their behalf (Article 10a, Swiss FADP), this does not relieve the third 
party processor from meeting most of the Swiss FADP’s obligations. 
However, some Swiss FADP obligations only fall on the “controller of 
a data collection,” which it defines as the person that decides on the 
purpose and content of a data collection (Article 3(j), Swiss FADP).

The Swiss FADP defines the term data subjects to include natural 
persons and legal persons (Article 3(a), Swiss FADP).

The Swiss FADP also bases certain obligations on the definitions of a:

�� Personality profile, which is a collection of data that permits 
an assessment of a natural person’s essential personality 
characteristics (Article 3(d), FADP).

�� Data collection, which is any set of personal data structured to 
allow data subject access (Article 3(g), FADP).

5. Describe the potential sanctions or penalties an organisation 
in your country could face for:

�� Violating your data privacy laws.

�� A personal data security breach.

The Swiss Federal Act on Data Protection (Swiss FADP) distinguishes 
between three types of sanctions, in line with the general division of 
Swiss law:

�� Civil law sanctions. Civil courts issue these sanctions on the 
application of a data subject bringing an action against a 
respondent. Civil sanctions include: 
�z cease and desist orders, removal orders, orders to delete 

or correct personal data, declaratory judgments and other 
injunctive relief; 

�z award of damages to compensate financial harm; and
�z compensation for pain and suffering to redress non-financial 

harm. 

(Article 15, Swiss FADP and Article 28 et seq., Swiss Civil Code.)

�� Public law sanctions. The Federal Administrative Court issues 
these sanctions on application of the Swiss Federal Data 

Protection and Information Commissioner (Swiss FDPIC) if the 
following conditions are met:
�z the Swiss FDPIC has ground to investigate a case concerning 

claims that the respondent uses processing methods capable 
of breaching a large number of persons’ privacy, such as system 
errors, or the respondent fails to either register data collections or 
file notifications about cross-border transfers as required by law;

�z the Swiss FDPIC completes its investigation and issues a 
recommendation requesting that the respondent either change 
the way it processes personal data or stops processing the 
personal data;

�z the respondent fails to implement the Swiss FDPIC’s 
recommendation; and

�z the Swiss FDPIC applies to the Federal Administrative Court to 
have the recommendation elevated to a binding legal decision. 
The court procedure is adversarial and any court decision 
granting the remedies sought by the FDPIC is enforceable 
against the respondent .

(Article 29(1), Swiss FADP.)

�� Criminal law sanctions. Only specific violations of the Swiss FADP 
attract criminal sanctions. The criminal courts or the prosecuting 
authorities issue these sanctions. The following violations carry 
criminal penalties in the form of fines of up to CHF10,000:
�z intentionally providing false or incomplete information to a data 

subject requesting access to its personal data (see Question 20); 
�z intentionally failing to provide information, or intentionally 

providing false or incomplete information, in connection with the 
collection of sensitive personal data and personality profiles (see 
Question 8);

�z intentionally failing to notify the Swiss FDPIC about certain 
cross-border transfers or to register data collections, or 
intentionally providing false information to the Swiss FDPIC in 
this context (see Question 26);

�z intentionally providing false information to the Swiss FDPIC, 
or intentionally refusing to cooperate with it, in the context of a 
Swiss FDPIC investigation; and

�z intentionally disclosing confidential sensitive personal data or 
personality profiles that have come to the knowledge of the 
defendant in the course of its professional activities. 

(Articles 34 and 35, Swiss FADP.) 

There are no specific sanctions for personal data security breaches. 
However, these breaches may give rise to the more general sanctions 
listed above. For example, a breach that financially harms data subjects 
may provide them with a cause of action for a damage claim or a breach 
disclosing a system error may prompt a Swiss FDPIC investigation.

6. Describe your data privacy laws’ jurisdictional scope, 
including any potential extra territorial effects allowing your 
national data protection authority to impose sanctions and 
penalties on an organisation located outside your country.

Under Swiss law, the jurisdictional scope for public or criminal law 
enforcement and for private law enforcement is different. Public 
or criminal law enforcement requires that the facts giving rise to 
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an enforcement action be sufficiently linked to the Swiss territory 
under the Principle of Territoriality. However, in a private action Swiss 
privacy law can apply if either:

�� The claimant has its habitual residence in Switzerland and the 
respondent could reasonably foresee the privacy infringement in 
Switzerland.

�� The respondent has its branch or habitual residence in 
Switzerland.

�� The privacy infringement occurred in Switzerland and the 
respondent could reasonably foresee this.

7. Do your data privacy laws require organisations holding 
personal data to appoint a specific data privacy compliance 
officer? If not, do organisations in your country commonly 
appoint one as a standard or best practice?

The Swiss Federal Act on Data Protection (Swiss FADP) does not 
contain a general requirement to appoint a data privacy compliance 
officer. However, organisations appointing a data privacy compliance 
officer become exempt from registering any data collections with the 
Swiss Federal Data Protection and Information Commissioner (Swiss 
FDPIC) (Article 11a(5)(e), Swiss FADP). While many Swiss organisations 
appoint an officer to benefit from this exemption, no generally accepted 
best practice in the Swiss market calls for such an appointment.

If an organisation chooses to appoint an officer, the officer has a duty 
to both:

�� Independently supervise the organisation’s data processing 
activities. 

�� Maintain a register of data collections. 

The organisation must notify the Swiss FDPIC about the officer’s 
identity, although there is no specific requirement to disclose the 
name in a particular policy.

NOTIFYING DATA SUBJECTS AND OBTAINING CONSENT

8. Do your data privacy laws require organisations to provide 
individuals with any specific information before collecting or 
processing their data? If so, identify and describe the required 
information.

Yes. Under Swiss law, the controller of a data collection must provide 
data subjects with specific information if it collects sensitive personal 
data or personality profiles (Article 14(1), Swiss FADP). This obligation 
applies irrespective of whether the controller collects data directly from 
data subjects or indirectly from third parties. The notice must include:

�� The identity of the data collection’s controller.

�� The processing purposes.

�� The categories of data recipients if disclosure to third parties is 
anticipated. 

(Article 14(2), Swiss FADP.)

9. What, if any, restrictions or requirements do your data privacy 
laws place on organisations obtaining personal data from other 
sources that are not directly from the individual concerned?

The Swiss Federal Act on Data Protection (Swiss FADP) does not 
contain specific restrictions or requirements for indirectly collecting 
personal data, except for sensitive personal data and personality 
profile collections (see Question 8). However, the data collection 
as a whole must satisfy the requirements for legal processing (see 
Question 11). Depending on the circumstances, this may require 
specific data subject notifications to satisfy the Principle of Purpose 
Limitation and the Principle of Recognisability (see Question 11).

10. Do your data privacy laws ever require the individual’s 
consent to collect and process personal data? If so, when 
and under what circumstances must organisations obtain the 
individual’s consent?

Under the Swiss Federal Act on Data Protection (Swiss FADP), 
consent does not operate as a basis for lawful processing, contrary 
to the situation under the EU’s data protection law. Swiss law only 
requires consent in specific circumstances, including:

�� To justify a violation of any data protection principles, such as a 
violation of the Principle of Purpose Limitation (Article 13(1), Swiss 
FADP; see Question 11 and Question 12). 

�� To serve as a basis for a personal data cross-border transfer 
to countries that do not provide for an adequate level of data 
protection, in the absence of any other legal basis for such transfer 
(Article 6(2)(b), Swiss FADP; see Question 26).

�� To disclose sensitive personal data or personality profiles to third 
parties unless there is an overriding public or private interest to 
disclose the data without consent and disclosure is not provided by 
law (Article 12(2)(c), Swiss FADP).

To be valid, the data subject must give consent freely and after 
receiving the appropriate information. Consent for processing 
sensitive personal data or personality profiles must be express.

PERSONAL DATA PROCESSING AND USE

11. Describe your country’s obligations or requirements, if any, 
for lawfully processing personal data.

The Swiss Federal Act on Data Protection (Swiss FADP) sets forth six 
basic requirements for processing personal data:

�� Principle of Lawfulness. Persons must only process personal data 
lawfully (Article 4(1), Swiss FADP).

�� Principle of Good Faith and Proportionality. Persons must only 
process personal data in accordance with the principle of good 
faith and in a proportionate manner (Article 4(2), Swiss FADP).

�� Principle of Purpose Limitation. Persons must only process 
personal data for the purposes that, at the time the data was 
collected:
�z were disclosed to the data subject;
�z the data subject could reasonably recognise from the collection 

circumstances; or 
�z were provided by law.

(Article 4(3), Swiss FADP.)

�� Principle of Recognisability. The data subject must be able to 
recognise the personal data collection and processing purposes 
(Article 4(4), Swiss FADP).
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�� Principle of Data Accuracy. The person processing personal 
data must ensure that it is accurate (Article 5, Swiss FADP; see 
Question 18). 

�� Principle of Data Security. The person processing personal data 
must ensure data security through appropriate organisational 
and technical means (Article 7, Swiss FADP; see Question 23 to 
Question 25).

12. Do your data privacy laws require organisations to tell 
individuals how they plan to use personal data when they 
collect it and do they restrict subsequent data use to those 
disclosed purposes?

Yes. Under Swiss law, the Principle of Purpose Limitation and 
the Principle of Recognisability (see Question 11) may require 
organisations to tell data subjects how they plan to use the personal 
data, where the data subject cannot recognise such purposes 
from the circumstances of collection (Article 4(3) and Article 4(4), 
Swiss FADP). The Principle of Purpose Limitation also limits any 
subsequent personal data use to the original purpose that the 
data subject could recognise at the time of collection. Processing 
the personal data for a different purpose violates the Principle of 
Purpose Limitation. 

Data controllers must also provide specific information when they 
collect sensitive personal data or personality profiles (Article 14(2), 
Swiss FADP; see Question 8).

13. Do your data privacy laws require organisations to destroy 
personal data if it is not required for the particular purpose 
described to the data subject(s) at the time of collection?

Yes. Under Swiss law, the Principle of Proportionality and the Principle 
of Accuracy require the destruction of personal data that is no longer 
necessary for the original collection purposes (see Question 11).

14. Describe any other limitations your data privacy laws place 
on the collection and use of personal data or the amount of 
personal data organisations may collect and use.

Outside of the Swiss Federal Act on Data Protection (Swiss FADP), 
specific laws may provide for special purpose limitations or other 
restrictions on personal data processing. For example:

�� The personal data of employees and job applicants must only be 
used for purposes reasonably necessary to:
�z determine the suitability of an individual for a particular 

position; or 
�z perform the employment agreement.

�� Geolocation data collected by a telecommunication service 
provider must only be used for providing telecommunication 
services, including the invoicing for such services. Use such data 
for other purposes may only occur if the service provider obtains 
the customer’s prior consent or anonymises the data.

�� Health data collected for a clinical trial must only be used 
for scientific purposes, unless any legal provision provides 
otherwise or the data subject consents to the data use for 
other purposes.

SENSITIVE PERSONAL DATA

15. Do your data privacy laws use the term “sensitive personal 
data”? If so, provide the definition of what this includes.

Yes. Article 3(c) of the Swiss Federal Act on Data Protection (Swiss 
FADP) defines sensitive personal data as data concerning any of the 
following: 

�� Religious, ideological, political or trade union-related views or 
activities.

�� Health, intimate sphere or racial origin.

�� Social security measures.

�� Administrative or criminal proceedings and sanctions.

16. Do your data privacy laws restrict the collection or use of 
sensitive personal data to specific purposes? If so, describe 
those restrictions.

No. The Swiss Federal Act on Data Protection (Swiss FADP) does not 
restrict the purposes for which sensitive personal data may be used. 
However, specific laws may provide for restrictions under specified 
circumstances, including those related to the collection of sensitive 
personal data, for example, health data originating from clinical trials 
(see Question 14).

17. Are there any personal data categories that your data 
privacy laws absolutely prohibit organisations from collecting, 
using or storing?

No. The Swiss Federal Act on Data Protection (Swiss FADP) does 
not contain any prohibitions against collecting certain personal data 
categories.

DATA ACCURACY AND RETENTION

18. Do your data privacy laws require organisations to maintain 
the accuracy of the personal data they hold and keep it up 
to date? If so, are organisations legally required to delete 
or correct inaccurate or out-of-date information and what 
procedures should the organisation establish to ensure data 
accuracy?

Yes. Under the Swiss Federal Act on Data Protection (Swiss FADP), 
the Principle of Data Accuracy requires a person processing personal 
data to ensure that it is accurate and complete in light of the original 
collection and use purposes (see Question 11). Controllers must correct 
or destroy inaccurate or incomplete personal data (Article 5(1), Swiss 
FADP). The Swiss FADP also grants data subject the right to request 
rectification of any inaccurate personal data (Article 5(2), Swiss FADP). 

Apart from these general principles, the Swiss FADP does not 
stipulate specific procedures. It is up to the organisation to establish 
appropriate measures to comply with the Principle of Data Accuracy. 
Generally, organisations should implement processes that ensure 
data accuracy both at the time of collection and throughout the 
data lifecycle. Organisations can achieve data accuracy by deploying 
adequate tools that allow the relevant employees to update 
information when necessary.
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19. Do your data privacy laws set any specific data retention 
periods?

No. The Swiss Federal Act on Data Protection (Swiss FADP) does 
not set specific data retention periods. However, the Principle of 
Proportionality requires personal data holders not to keep it longer 
than necessary (see Question 11). In practice, organisations must 
establish retention periods based on what seems reasonable under 
the circumstances when considering the personal data’s collection 
and use purposes. For example, organisations should usually delete 
personal data concerning unsuccessful job applicants once the 
relevant claim limitation period expires.

DATA SUBJECTS’ RIGHTS

20. Do your data privacy laws give individuals any specific 
rights regarding their personal data, including the following 
rights, and if so, please describe any procedures, requirements 
or time limits that organisations must comply with when 
dealing with those rights:

�� To access or correct the personal data an organisation holds 
about them? 

�� Find out why an organisation holds personal data about them?

�� Find out to whom an organisation has disclosed their personal 
data? 

�� Know the source of the personal data held about them?

�� Delete, correct, or request the erasure of their personal data 
held by an entity? 

�� Transfer a copy of their personal data to another party, known 
as the “right to data portability”?

Yes. Article 8 of the Swiss Federal Act on Data Protection (Swiss 
FADP) establishes an inalienable right of the data subject to access 
personal data, known as the “right to information”. Subject to 
exceptions, the controller of a data collection must provide the data 
subject with the following information upon request:

�� All personal data concerning the data subject held by the 
controller.

�� The source of the personal data, if this information is available.

�� The purposes and, if applicable, the legal basis for processing the 
personal data.

�� The categories of personal data the controller processes.

�� The other parties involved in the data collection.

�� The recipients of the personal data that the controller collects or 
processes.

Data subjects must normally request access to their personal 
data in writing. The controller of the data collection must provide 
the information to the data subject within 30 days from receiving 
a request. If the controller cannot meet this deadline, it must 
notify the data subject about the delay and provide an expected 
delivery time. Access requests are normally free of charge and 
the controller is normally not entitled to charge a fee except 
for two narrow exceptions, where it may charge a capped fee 
of CHF300.

A data subject also has the right to request rectification of any 
inaccurate personal data (Article 5(2), Swiss FADP). This right 
arises out of the Principle of Data Accuracy (see Question 11 and 
Question 18).

The Swiss FADP does not explicitly recognise the right of data 
portability or the right to be forgotten. However, the Swiss Federal 
Data Protection and Information Commissioner (Swiss FDPIC) 
suggests that the right to be forgotten can be derived from the 
Swiss FADP’s six general personal data processing principles under 
appropriate circumstances. For more on Switzerland’s general 
personal data processing principles, see Question 11.

21. Do your data privacy laws give individuals the right or ability 
to object to an organisation’s use of their personal data?

Yes. Article 12(2)(a) of the Swiss Federal Act on Data Protection 
(Swiss FADP) provides for the right to object to the processing of 
personal data. However, where applicable law authorises or provides 
for the personal data processing, the objection is ineffective and the 
controller can continue processing the personal data within the limits 
provided by law. An overriding public or private interest in continuing 
the processing may also render the data subject’s objection 
ineffective.

22. Do your data privacy laws allow individuals to withdraw 
a previously given consent at any time? If so, please describe 
how organisations must respond to such requests and if the 
organisation’s privacy policy must disclose this right and inform 
individuals how to exercise it?

Withdrawing a previously given consent is a controversial topic in 
Swiss privacy doctrine and practice. There is no clear statutory rule or 
final guidance by the courts. 

However, in a case involving “personality rights,” which are closely 
related to privacy rights, the Swiss Federal Supreme Court has held 
that an individual cannot withdraw a previously granted consent if 
both:

�� The legal interests concerned do not go to the core of the 
personality.

�� The person concerned has received a financial benefit in exchange 
for the consent. 

Some have argued that applying this reasoning to the data subject’s 
consent under the data protection framework means that Swiss 
privacy law does not contain an absolute rule that allows data 
subjects to withdraw their consent at any time. 

In any event, assuming that withdrawing consent is possible under 
some circumstances, the Swiss FADP does not require one to inform 
data subjects on how to withdraw their consent.

DATA SECURITY

23. Do your data privacy laws stipulate specific data security 
measures organisations must put in place for the personal data 
they hold? If so, what are they?
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Yes. Due to the Principle of Data Security (see Question 11), the Swiss 
Federal Act on Data Protection (Swiss FADP) and implementing 
legislation stipulate certain data security measures in high-level terms. 
The aim of these measures is to prevent unauthorised or accidental 
destruction, loss, technical faults, forgery, theft, unlawful use or 
unauthorised alteration, copying, access or processing of personal data. 

The specific measures that controllers must take depend on the 
circumstances, including the following:

�� The data processing’s purpose.

�� The nature and extent of the data processing.

�� An assessment of the possible risks to the data subjects.

�� The current state of the art.

However, implementing legislation also requires the controller of a 
data collection to take the following, more specific security measures:

�� Entrance control. Controllers must deny unauthorised persons 
access to the facilities where it processes personal data.

�� Personal data carrier control. Controllers must prevent 
unauthorised persons from reading, copying, altering or removing 
data carriers.

�� Transport control. On the disclosure of personal data as well as 
during the transport of data carriers, controllers must prevent the 
unauthorised reading, copying, alteration or deletion of data.

�� Disclosure control. Data recipients who receive personal 
data disclosures through data transmission devices must be 
identifiable.

�� Storage control. Controllers must prevent unauthorised storage 
in memory as well as the unauthorised knowledge, alteration or 
deletion of stored personal data.

�� Usage control. Controllers must prevent unauthorised persons 
from using automated data processing systems by means of data 
transmission devices.

�� Access control. Controllers must limit an authorised persons’ 
access to the personal data that they require to fulfil their task.

�� Input control. Automated systems must be able to carry out a 
retrospective examination of when each specific person entered, 
modified or accessed personal data.

24. Do your data privacy laws require organisations to: 

�� Periodically assess the effectiveness of their privacy and security 
measures? 

�� Establish an incident response plan and procedures, including 
incident-reporting requirements?

�� Notify data subjects or the national regulator of any personal 
data security breaches? 

�� Provide any remedy to data subjects in the event of a breach? If 
so, what remedy?

Implementing legislation to the Swiss Federal Act on Data Protection 
(Swiss FADP) requires that controllers periodically assess their 
security measures’ effectiveness. However, it does not require 
controllers to establish an incident response plan and procedures.

The Swiss FADP does not contain any specific obligations to report 
personal data security breaches to the affected data subjects or the 

Swiss Federal Data Protection and Information Commissioner (Swiss 
FDPIC). However, under appropriate circumstances, Switzerland’s 
general processing principles may compel a data controller to 
report such breaches to the affected data subjects. For example, 
the Principle of Good Faith might require a controller to report 
stolen credit card data to the relevant credit card holders to mitigate 
potential damages. For more on Switzerland’s general personal data 
processing principles, see Question 11.

The Swiss FADP does not provide for specific remedies applicable in a 
personal data security breach scenario. However, the general sanctions 
do apply to personal data security breaches (see Question 5).

25. Do your data privacy laws require any heightened security 
measures for sensitive personal data?

Yes. According to the Swiss Federal Act on Data Protection (Swiss 
FADP) implementing legislation, if one processes sensitive personal 
data or personality profiles by automated means and the general 
data security measures do not sufficiently ensure data security, the 
controller of the data collection must implement a log file system 
to track the personal data processing. For more on Switzerland’s 
general data security requirements, see Question 23.

The controller of a data collection also must normally establish a 
processing policy for any system where it regularly:

�� Processes sensitive personal data or personality profiles.

�� Discloses personal data to third parties. 

This policy must describe the internal organisation as well as the 
processing procedures and control procedures. It must also contain 
relevant information on the planning, realisation and operation of the 
data collection as well as the IT systems used for processing.

CROSS-BORDER TRANSFERS OF PERSONAL DATA

26. Do your data privacy laws restrict cross-border transfers 
of personal data outside of your country? If so, please 
describe your country’s cross-border personal data transfer 
requirements and any exceptions to those requirements.

Yes. The Swiss Federal Act on Data Protection (Swiss FADP) restricts 
cross-border transfers to countries that do not ensure an adequate 
level of data protection. The Swiss Federal Data Protection and 
Information Commissioner (Swiss FDPIC) issues a list of countries 
it deems to ensure an adequate level of data protection. This list 
currently includes all the countries within the European Union and 
the European Economic Area, although only in relation to personal 
data related to natural persons.

If the Swiss FDPIC does not deem the recipient country to ensure 
an adequate level of data protection, Article 6(2) of the Swiss FADP 
provides for a set of grounds under which controllers can lawfully 
transfer personal data to it, including:

�� Establishing sufficient contractual guarantees with the data 
recipient. Switzerland recognises the EU’s model clauses issued 
under the European Commission’s decisions 2001/497/EC, 
2004/915/EC and 2010/87/EU.
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�� Establishing binding corporate rules.

�� Obtaining the data subject’s consent to the specific transfer. 

�� When the conclusion or performance of this contract requires 
transfer of the contracting party’s personal data.

�� When there is an overriding public interest.

�� When the transfer is necessary to enforce legal rights before a court.

�� When the data subject made the personal data generally 
accessible and has not objected to its processing.

The controller must notify the Swiss FDPIC if contractual guarantees, 
such as the model clauses, or binding corporate rules serve as the 
legal basis for the cross-border transfer.

SHARING OF PERSONAL DATA

27. Do your data privacy laws restrict organisations from 
sharing personal data with third parties? If so, describe those 
restrictions and specifically identify any data subject consent 
requirements.

Yes. Under the Principles of Purpose Limitation and Recognisability, 
Swiss law restricts sharing personal data with third parties unless:

�� The third party only processes the personal data on the disclosing 
entity’s behalf.

�� The controller’s purpose for collecting the personal data covers the 
sharing. 

�� The data subject could foresee such sharing when the controller 
collected the personal data, through either the collection context 
or clear disclosures. 

Controllers should carefully draft their privacy policies to cover 
situations when they share personal data with third parties. For 
more on Switzerland’s general personal data processing principles, 
see Question 11.

The data controller must also comply with any cross-border 
restrictions before sharing personal data with entities located outside 
of Switzerland (see Question 26). 

Finally, if the sharing involves sensitive personal data or personality 
profiles, the controller must disclose the categories of data recipients 
to the data subject (see Question 8).

28. Before sharing personal data with contractors or other third 
parties, do your data privacy laws require that organisations 
ensure those parties adequately protect that personal data? If 
so, how should organisations achieve this?

Yes. Swiss law requires data controllers to ensure the protection of 
personal data shared with contractors or other third parties. In practice, 
organisations usually achieve this by describing the relevant security 
measures in the language of the relevant contracts (see Question 23).

29. What other requirements do your data privacy laws place 
on sharing personal data with third parties, besides complying 
with any cross-border transfer restrictions identified above?

None.
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