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This Q&A provides jurisdiction-specific 
commentary on Standard document, Website 
privacy notice: Cross-border (w-005-7061). 

REGULATORY REQUIREMENTS

1. Do your data privacy laws require organisations to post a 
public website privacy notice?

No, there is no specific legal requirement in Switzerland to post 
a public website privacy notice. However, under the Principles of 
Purpose Limitation and Recognisability in the Swiss Federal Act 
on Data Protection (Swiss FADP), organisations must tell data 
subjects how they plan to use the personal data, where the data 
subject cannot recognise such purposes from the circumstances of 
collection (Articles 4(3) and 4(4); see Country Q&A, Data protection: 
Switzerland: Question 11 (w-009-5012)). Also, when collecting 
sensitive data or personality profiles, controllers must provide the 
data subject with specific information (see Country Q&A, Data 
protection: Switzerland: Question 8 (w-009-5012)).

However, even though there is no specific legal requirement for 
organisations to post a public website policy, the Swiss Federal 
Data Protection and Information Commissioner (Swiss FDPIC) 
recommends that every organisation offering products and services 
online should follow transparent data processing practices, including 
by posting a data privacy notice on their website.  

For an overview of Switzerland’s data protection laws, see Country 
Q&A, Data protection: Switzerland (w-009-5012).

IP ADDRESSES

2. Does an IP address constitute personal data in your country? 
If so, what restrictions do your data privacy laws place on how 
website operators may collect and use IP addresses without the 
individual’s specific consent?

Yes, an IP address may qualify as personal data under Swiss law if 
the information contained in the IP address relates to an “identifiable 
person” (see Country Q&A, Data protection: Switzerland: Question 3 
(w-009-5012). Switzerland’s Federal Supreme Court’s case law 
has emphasised that identifiability is not an abstract concept, but 
should be assessed on a case-by-case basis. However, in one case 
concerning the collection of IP addresses for prosecuting copyright 
infringers on peer-to-peer networks, the court qualified dynamic IP 
addresses as personal data. The IP addresses were held to relate to 
identifiable persons because the relevant internet subscribers could 
be identified through the criminal justice system, such as by lodging 
a criminal complaint and requesting the prosecutor to ask the 
telecom service provider to identify the person to whom a specific IP 
address was assigned at a particular time.   

As long as the controller complies with all Swiss data protection 
principles, there is no need to ask for the data subject’s consent. 
However, the Swiss Federal Data Protection and Information 
Commissioner’s guidance suggests that obtaining the data subject’s 
consent is recommended. For more on Switzerland’s general 
personal data processing principles, see Country Q&A, Data 
protection: Switzerland: Question 11 (w-009-5012).

INTERNET COOKIE AND OTHER TRACKING  
TECHNOLOGY ISSUES

3. Do your data privacy laws restrict or regulate the use 
of internet cookies? If so, describe these restrictions or 
requirements.  

Swiss legislation does not specifically regulate the use of internet 
cookies. 

However, Switzerland’s Federal Act on Telecommunication (30 April 
1997), as amended (Swiss FTA), sets forth that the processing of data 
on external equipment using telecommunication is only permitted if 
the users are notified of both:

�� The processing and its purpose.

�� That they may opt out of the processing. 

(Article 45c(b), Swiss FTA.) 
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The provision usually covers cookies, web-bugs, tracking and similar 
technologies. The technology user should therefore inform data 
subjects about:

�� The fact that cookies, web-bugs, tracking or other similar 
technologies are used.

�� The purpose of the use.

�� The user’s right to opt out of the use of cookies, web-bugs, tracking 
or other similar technologies.

Furthermore, if the use of cookies, web-bugs, tracking or other 
similar technologies involves processing personal data, the 
technology user must comply with the Swiss Federal Act on Data 
Protection (Swiss FADP).

4. Do your data privacy laws restrict or regulate the use of 
tracking technologies (besides cookies), or the use of targeted 
or online behavioural advertising? If so, describe these 
restrictions, including:

�� Any specific information website operators must disclose in a 
privacy notice.

�� Whether the website operator must obtain prior opt-in consent 
from visitors before employing these technologies.

See Question 3.

5. Do your data privacy laws require website operators to:

�� Allow visitors to opt-out of certain activities, such as online 
behavioural tracking or unsolicited marketing?

�� Make any specific statements or disclosures regarding how the 
website responds to web browser do-not-track signals or other 
user-choice mechanisms for behavioural tracking?

See Question 3.

UNSOLICITED ELECTRONIC MARKETING

6. Do your data privacy laws restrict unsolicited advertising 
using email, text message or other digital means, or require 
an organisation to take any special steps before sending 
unsolicited electronic marketing communications?

Yes. In Switzerland, sending unsolicited advertising using email, 
text message or other digital means may be considered an act of 
unfair competition under the Federal Act on Unfair Competition 
(19 December 1986), as amended (Swiss UCA). 

Sending mass emails, electronic text messages or other digital 
communications is only lawful if cumulatively:

�� The sender obtained the recipient’s prior consent. However, 
consent is not necessary if the advertising sender has previously 
sold the recipient goods or services and the advertising concerns 
the sender’s similar goods and services.

�� The advertising correctly identifies the sender. 

�� The advertisement provides a simple and free opt-out procedure. 

(Article 3(1)(o), Swiss UCA.)

Moreover, under Article 3(1)(u) of the Swiss UCA, it is an act of unfair 
competition to ignore a person’s comment in the phone registry 
stating that such person opposes unsolicited advertising or direct 
marketing. While the provision’s main goal is to prevent cold calls by 
phone, it can apply to emails as well if a person has disclosed their 
email address in the phone registry. 

Finally, the Swiss Federal Act on Data Protection (Swiss FADP) 
applies to personal data processed in connection with unsolicited 
advertising.

DATA SECURITY

7. Do your data privacy laws require organisations to identify 
specific data security measures in a privacy notice, or is a 
general privacy notice statement regarding data security 
sufficient?

No. In Switzerland, a general privacy notice statement regarding 
data security is sufficient.

CHILDREN’S PERSONAL DATA

8. Do your data privacy laws place additional restrictions or 
regulations on the collection and use of children’s personal 
data? If so, describe these restrictions, including:

�� Any specific information website operators must disclose in a 
privacy notice.

�� Whether the website operator must obtain prior opt-in consent 
from parents before collecting personal data from children.

No. The Swiss Federal Act on Data Protection (Swiss FADP) does not 
provide for specific rules regarding children’s personal data.

THE WEBSITE PRIVACY NOTICE

9. Does Standard document, Website privacy notice: Cross-
border (w-005-7061) contain any paragraphs that are not 
legally valid as drafted or not standard practice in your 
country? If so, identify the changes required to bring the 
website privacy policy into compliance with your country’s 
applicable law and standard practice.

No. Standard document, Website privacy notice: Cross-border 
(w-005-7061) does not require any changes to bring it into 
compliance with Switzerland’s applicable law and standard practice 
and it is legally valid in Switzerland.

10. What, if any, other paragraphs or information do 
organisations in your country commonly include in a website 
privacy notice?

If the Swiss organisation collects sensitive personal data or 
personality profiles, Standard document, Website privacy notice: 
Cross-border (w-005-7061) must include the following disclosures: 

�� The identity of the controller of the data collection.

�� The processing purposes.
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�� The categories of data recipients if disclosure to third parties is 
anticipated.

For more on these required disclosures, see Country Q&A, Data 
protection: Switzerland: Question 8 (w-009-5012).
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